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Introduction

The fundamentals of digital technology and information exchange technology in
information and communication networks are closely linked by electronic means based on
logical operations. The so-called microprocessor, microcontroller, chip, integrated circuits
and other electronic developments are the foundations of modern computing, control,
hardware and hardware-software control means.

Statement of the problem

This article examines the issues of cryptographic strength, efficient hardware and
hardware-software feasibility of cryptographic transformations based on logical operations
performed on bits and blocks of bits of the blocks being transformed (Pang, 2022).
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Methodology

Solution to the problem.

It is noted that the operation is necessarily used in the main transformations of ideally stable
and stable encryption algorithms € —XOR[6-10]. Operati x @ y = z on is determined: if x =
Oandy =0orx = landy = 1, that z = 1; otherwise z = 0. The truth table has the following
form:

xoy |0
0 0
1 1 0

From the truth table it is clear that z- representing the result of four possible variants of this
operation takes the values “0” and “1” with equal distribution, i.e. in the values z “0” and
“1” are repeated twice. In general, the number of operations between two variables x and y
equals 2* = 16. Indeed, there are 4 different combinations of the pair's meaning x and y: x =
Oandy=0;x=1andy =0;x =0andy = 1; x = 1 and y = 1. The values of the pair yield
4 values zy,z,,z3 and z,, which takes the values “0” or “1”. This means that four
bits (z,2,252,) can be coded 2* = 16 different values: (0000)2 =(0)10, (0001)2 =(1)10, ..., (1110)2
=(14)w0,

(1111)2=(15)10 .

For surgery @ —XOR according to its truth table state:

X*oy 0 1
0 1
1 1 0

we can put in correspondence the number (0110)2 =6. Thus, we can introduce logical
operations corresponding to the following states of the truth table: (0000)2 =0, (0001)2 =1,
(0010)2=2, (0011)2 =3, (0100)2 =4, (0101)2 =5, (0110)2=6, (0111)2=7, (1000)2=8, (1001)2=9, (1010)2
=10, (1011)2=11, (1100)2=12, (1101)2=13, (1110)2 =14, (1111)2=15. Where the logical operations
*o and *15 correspond to the states (0000)2 =0 and (1111)2 =15 with the following truth tables

X0y 0 1 x0s00y | 0 1
0 0 0 and 0 1 1
1 0 0 1 1 1

do not have the property of effective mixing [6-10]. Since whatever the encrypted block or
key block, the results of the transformation by these logical operations will contain blocks
of the sequence of only "0"-zeros or "1"-units. This circumstance allows for the fabrication of
talse ciphers. Therefore, the use of operations *o and *1s in cryptographic transformations is
inappropriate (Ryu, 2022).

Here, for clarity, are given the truth tables corresponding to the operations *i1- conjunction
and *7-disjunction.
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X@eOy 0 X0y
0 0 and 0
1 0 1

Thus, over two variables, in addition to the operation *o and *1s, it is possible to define 14
(fourteen) operations. In addition, the operations are defined by the following truth tables:

X *3y 0 1 X*5y 0 1
and 0 0
1 1 1 1 0

are unstable, since the first x *3 y = z leaves unchanged x, and the second x *s y remains
unchangedy. This circumstance occurs because in the first table the row corresponding to
the value of the variable x = 0 has elements only with value 0-zero, and a string with value
x =1 has elements with value 1-one only, Similarly, in the second table the column
corresponding to the value of the variable y = 0 has elements only with value 0-zero, and a
column with value y = 1 has elements with value 1-one only (Mikhalycheva, 2024). Other
operations can perform mixing transformations on the bits of the open or intermediate
blocks with the corresponding bits of the key block (Moldovyan, 2004).

Below is a comparison table of the introduced logical operations with respect to the
features of the cryptographic resistance property. In this table, the cryptographic resistance
of the following operations is substantiated by comparison: x * y=z, x *0 y=z, x *12 y=z. These
operations, together with the operation x®y =x*s y=z, can be widely used as secure
transformations.

No. Operatio Truthtable of the Analysis of possible states of the operation result Com
P/P  ntype operation ment
1 x*y=z XNy 0 1 1) The values of the result z are not uniformly distributed: Relat
0 0 0 2) The value z=0 corresponds to 3 (three) values of the pair of ively
1 0 1 variables x and y, and z=1 corresponds to the value 1 (one) stabl
pair, there are 3 (three) unknown states, i.e. from z=1 it e.
follows that
2 x2y=z Xy 0 1 1) The values of the result z are not uniformly distributed:  Relat
0 0 0 2) The value z=0 corresponds to 3 (three) values of the pair ively
1 1 0 of variables x and y, and z=1 corresponds to the value 1 stabl
(one) pair, there are 3 (three) unknown states, i.e. from z=1 e.
it follows that x=1 and y=0.
3 x*ay=z Ny 0 1 1) The values of the result z are not uniformly distributed:  Relat
0 0 1 2) The value z=0 corresponds to 3 (three) values of the pair ively
1 0 0 of variables x and y, and z=1 corresponds to the value 1 stabl
(one) pair, there are 3 (three) unknown states, i.e. from z=1 e
it follows that x=0 and y=1.
4 x¥ey=z Ny 0 1 1) The result values z are uniformly distributed; Resis
xooyoz 0 0 1 2) The values z=0 and z=1 correspond to 2 (two) values of tant
1 1 0 the pair of variables x and y, i.e. there are 4 (four) unknown

states.
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5 x*7y=z x\y O 1) The values of the result z are not uniformly distributed: Relat
2) The value z=1 corresponds to 3 (three) values of the pair of ively
1 1 variables x and y, and z=0 corresponds to the value 1 (one) stabl
pair, there are 3 (three) unknown states, i.e. from z=0 it e
follows that x=0 and y=0.
6 x*sy=z Xy 0 1 1) The values of the result z are not uniformly distributed:  Relat
0 1 0 2) The value z=0 corresponds to 3 (three) values of the pair ively
1 0 0 of variables x and y, and z=1 corresponds to the value of 1 stabl
(one) pair, there are 3 (three) unknown states, i.e. from z=1 e
it follows that x=0 and y=0.
7 x*y=2z x\y 0 1 1) The result values z are uniformly distributed; Resis
0 1 0 2) The values z=0 and z=1 correspond to 2 (two) values of the tant
1 1 pair of variables x and y, i.e. there are 4 (four) unknown
states.
8 x*10y=z x\y 0 1 1) The result values z are uniformly distributed; Resis
0 1 0 2) The values z=0 and z=1 correspond to 2 (two) values of tant
1 1 0 the pair of variables x and y, i.e. there are 4 (four) unknown
states.
9 x*uy=z x\y O 1 1) The values of the result z are not uniformly distributed: Relat
0 0 2) The value z=1 corresponds to 3 (three) values of the pair of ively
1 1 variables x and y, and z=0 corresponds to the value 1 (one) stabl
pair, there are 3 (three) unknown states, i.e. from z=0 it e
follows that x=0 and y=1.
10 x*2y=z Ny 0 1 1) The result values z are uniformly distributed; Resis
0 1 1 2) The values z=0 and z=1 correspond to 2 (two) values of tant
1 0 0 the pair of variables x and y, i.e. there are 4 (four) unknown
states.
11 x*13y=z x\y 1) The values of the result z are not uniformly distributed: Relat
0 1 2) The value z=1 corresponds to 3 (three) values of the pair of ively
1 0 variables x and y, and z=0 corresponds to the value 1 (one) stabl
pair, there are 3 (three) unknown states, i.e. from z=0 it e
follows that x=1 and y=0.
12 xFuuy=z Ny 0 1 1) The values of the result z are not uniformly distributed:  Relat
0 1 1 2) The value z=1 corresponds to 3 (three) values of the pair ively
1 1 0 of variables x and y, and z=0 corresponds to the value 1 stabl
(one) pair, there are 3 (three) unknown states, i.e. from z=0 e

it follows that x=1 and y=1.

This comparison table substantiates the cryptographic strength of the following operations:
x* y=z, x*10 y=z, x*12 y=z. These operations, together with the operation x®y =x # y=z, can be
widely used as strong transformations.
The relative stability of the disjunction operation is determined
x Wy =x#y=z and the conjunction x "y =x y=z.
Using certain persistent operations, it is possible to perform bitwise transformations on
blocks x = (x1X2X3X4...Xy) and y = (V1Y2YV3Y4--Yn), 1 = 2, i.e.
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Xk, Y= ViY,...¥Y, ,1=69,10,12.

2,2,...2,

In this case, you can make sure that different pairs of blocks (x,y), Where x =
(x1x3x3%4..%5) and ¥y = (¥1Y2Y3Va4...Yn), correspond to different z = (z,2,232,...z,). This
means that the results of the transformation carried out by stable certain operations have
the property of regularity [6]. And the transformations carried out by relatively stable
operations do not have (or do not fully have) the property of regularity. These statements
are verified by direct calculation (Zhang, 2023). Below are examples of transformations with
a stable and relatively stable operation, when the length of the transformed block for
simplicity n = 2. Then over the corresponding bits of the variables x = (x;x,) and y =
(¥1y2) by performing logical operations, we get results z = (z;z;).

x\y | 0 1 x\y | 0 1 x\y |0 1 x\ |0 1
Y
0 0 0 1 0 0 0 0
1 1 1 1 1 1 0 1 1 1
x y XOoy x y XOoy b y XOoy X |y XOsy
00 00 00 00
00 |00 |00 00 |00 |11 00 |00 |00 00 |00 |00
01 |00 |01 01 |00 |10 01 {00 |00 01 |00 |01
10 |00 |10 10 |00 |01 10 |00 |00 10 |00 |10
11 |00 |11 11 |00 |00 11 (00 |01 11 |00 |11
00 |01 |00 00 |01 |10 00 |01 |00 00 |01 |01
01 |01 |01 01 |01 |11 01 |01 |01 01 |01 |01
10 |01 |10 10 |01 |00 10 (01 |00 10 |01 |11
11 |01 |11 11 |01 |01 11 (01 |01 11 |01 |11
00 |10 |00 00 |10 |01 00 |10 |00 00 |10 |10
01 |10 |01 01 |10 |00 01 |10 |00 01 |10 |11
10 |10 |10 10 |10 |11 10 (10 |10 10 |10 |10
11 |10 |11 11 |10 |10 11 (10 |10 11 |10 |11
00 |11 |00 00 |11 |00 00 |11 |00 00 |11 |11
01 |11 |01 01 |11 |01 01 |11 |01 01 |11 |11
10 |11 |10 10 |11 |10 10 (11 |10 10 |11 |11
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11 (11 J1un | J11 1 1 | 1 1o [1n | 11 11 11 |

In these examples the first transformation is carried out by an unstable operation, the
second is carried out with a stable operation and therefore it is clear that it has the property
of regularity (Akhmedova, 2022). The next two transformations are carried out with
relatively stable operations and do not have the property of regularity.

Similarly, one can introduce operations based on a truth table with blocks of two bits:
"00", "01", "10", "11". The number of possible truth tables is 416 = 4 294 967 296. If these pairs
of bits are distributed uniformly on a 4x4 truth table, in addition to the row corresponding
to the value of the variable x = x{xé, where i = 0,1; and j = 0,1; there are elements not only

with the meaning 'xllxé ", similarly in the column corresponding to the value of the

variabley = y!y)there are elements not only with the meaning "y: yzj ", for example:

x*y |00 01 10 11

00 01 10 00 11

01 11 01 10 00

10 00 11 01 10

11 11 00 11 01

then the defined operations will have cryptographic efficiency —the property of resistance.
The number of truth tables with uniform distribution of "00", "01", "10", "11" —pairs of bits
16! 13-14-15-16

4 — = = . . 4 =
TR 1 13-7-5 1820

Of these, tables with rows and tables with the same elements are also excluded, their
number is 8. Thus, it is possible to introduce 1820-8=1812 operations with the property of
uniform distribution of the value: "00", "01", "10", "11" and cryptographic strong features. In
the same way, based on blocks with three bits of different 23 = 8 elements "000", "001", "010",
"011", "100", "101", "110", "111" truth table of size 8x8, it is possible to introduce 864
operations. Of these, the number of truth tables with uniform distribution with three bits of
different 23 = 8 elements

64! 57-58-59-60-61-62-63- 64

C8 = =
64 ™ g1 56! 2-3-4-5-6-7-8

=19-29-59-15-61 -31-3 -8 =22130826 840

The number of truth tables cryptographic strong features

CE — 16 =22130826840 — 16 = 22 130 826 824

In the scientific works [9,11,12] of the authors of the proposed article, a compression table
of the byte “2 13” = “0010 1011” on the half byte “10” = “1010”, i.e. at the intersection of row
2 with column 13 according to the following table is given:
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y 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
X

0 |5 13 |6 11 1 10 |15 |8 4 7 9 2 12 |3 14
1 8 |7 2 14 |15 |3 11 |6 1 12 |13 |10 |5 4 9 0
2 14 | 2 13 | 4 12 |7 1 11 9 0 5 3 10 |8 15
3 |0 14 |9 12 |3 13 |7 15 |6 5 1 11 |2 10 |8
4 |3 10 2 4 12 |9 1 14 |13 |15 |8 0 5 11 |6
5 |2 |3 1 8 0 14 |5 12 |11 |6 7 10 |15 |13 |4
6 10 | 4 14 |15 |9 5 8 2 11 |0 1 3 12 |6 7 13
7 |11 |9 10 |1 6 4 13 |15 |3 5 14 |0 8 7 2 12
8 1 0 3 7 13 |11 10 |12 |9 14 | 4 6 15 |8 5 2
9 |4 |8 11 |9 14 |6 2 5 10 |3 12 |15 |7 13 |0 1
10 | 9 12 |15 |0 1 14 |10 |5 8 11 13 |4 3 6 7
11 |6 11 |8 13 |7 9 0 3 4 15 |10 |2 14 |1 12 |5
12 |15 |1 0 5 10 |8 3 7 13 |2 9 12 |6 14 |4 11
13 |12 |5 4 10 |11 |2 6 13 |8 7 3 14 |1 0 15 |9
14 (7 |15 |12 |6 5 0 4 14 |2 10 |8 11 |13 |9 1 3
15 |13 | 6 5 3 8 15 |12 |0 7 1 2 4 9 11 14 | 10

In this table, the numbers from 0 to 15, which are expressed with four bits, are
distributed uniformly, i.e. they are repeated exactly 16 times, and are repeated once in each
row and column. Of such tables, taking as truth tables the operations on blocks of four bits
of different elements "0000", "0001", "0010", "0011", "0100", "0101", "0110", "0111", "1000",
"1001", "1010", "1011", "1100", "1101", "1110", "1111" can be introduced 16256 operations.
From such truth tables with uniform distribution with four bits of different 2* = 16 elements

can be distinguished in the amount of C,§, = 162'5—264!0', which gives a huge amount €, — 32 =
256! . . . L .
oo — 32 logical operations with strong cryptographic properties.

Result and Discussion

Any transformation is carried out on the basis of some operation or their sequence. If
the transformation puts different possible input values in correspondence with different
possible values or with an equal distribution of all possible values, then it is said to have the
property of regularity (Yu, 2023). A transformation that has the property of regularity has
the property of resistance, i.e. when solving the problem of revealing the ciphers of
encrypted blocks, it is necessary to select all possible options (Rasheed, 2024). The logical
operation has this property @ —XOR. The article defines and justifies the regularity of a
number of logical operations on bits and blocks of bits that can be used with such
cryptographic success as the operation € —XOR in the development of cryptographic
algorithms and their software and hardware (Babenko, 2024). The implementation of these
operations on bits and blocks of bits will ensure the exchange of digital signals without
delays in hardware and hardware-software implementations of cryptographic algorithms.
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Conclusion

In the proposed article, the variables x and y, variable z, expressing the result, take the
values “0” or “1”, also blocks of bits. The number of possible operations on the expression
is determinedx * y = zin accordance with different possible truth tables. In the case of an
operation on bits, logical operations (*, i=1,2,...,16) are conditionally mapped to different
truth tables. It is substantiated that if in the truth tables of the introduced operations the
values “0” and “1” are distributed uniformly repeated in equal quantities, then the bit-by-
bit transformation of blocks, carried out on the basis of such operations, have the property
of regularity (K, 2024). Such a substantiation is asserted for an operation on blocks of bits.
The obtained results, in addition to solving problems of cryptographic protection of
information, have a wide application in various fields of science, information technology
and technology.
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